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WHAT WE CLAIM IS: 

1. A method for controlling copyright of digital data encrypted and 
supplied from a database to a user, wherein: 

a utilization permit key including a decryption key for said digital data 

is supplied from a key control center to said user; 

said utilization permit key comprising at least one of the following: 

a display permit key tor displaying said digital data, an edit 
permit key for editing said digital data, a storage permit key for storing 
said digital data, a copy pednit key for copying said digital data, a 
transfer utilization permit Acey for transferring said digital data; and 
said user decrypts said di&ital data using said permit key and performs 

at least one of the following operations as provided by said utilization permit 

key: 

displays said digital date, edk^aid digital data, stores said digital data, 
copies said digital data, transfer/ sai^ digital data. 

2. The method for/ data copyright control according to claim 1 
wherein a digital signature is given to said digital data. 



3. The method for data copyright control according to claim 1 
wherein at least one of thfe following copyright control elements is used in 
addition to each of said permit keys: 

a copyright control program for controlling copyright of said digital 

25 data; 

copyright information for copyright of said digital data; 
a copyright control message for use of said digital data under copyright. 



4. The me/thod for data copyright control according to claim 3 
30 wherein said copyright information is stored, copied and transferred together 
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with said digital data when said digital data is stored, copied and transferred 
respectively. 



5. The method for data 
5 wherein history information for ed: 
added to said copyright information 
and transferring operations is 



c opyright control according to claim 3 
t, copy and transfer of said digital data is 
when any one of said storing, copying 
performed on said digital data. 



6. The method for data 
10 wherein at least one of said permit 
is comprised is encrypted. 



copyright control according to claim 1 
keys of which said utilization permit key 



7. The method for data copyright control according to claim 6 
wherein said encrypted data is decrypted by said copyright control program. 



8. The method for data <:o 
wherein said copyright control pro g 



9. The method for data 
20 wherein at least one of said copyrj 
with said utilization permit key. 



;ht control according to claim 3 
toded. 




copyright control according to claim 3 
ght control elements is supplied together 



10. The method for data copyright control according to claim 3 
wherein: \ 
25 at least one of said copyright control elements is supplied together with 

said encrypted data from the database; and 

said utilization permit key is supplied from said key control center. 



11. The method for cjata copyright control according to claim 3 
30 wherein: 
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a first part of at least one of said copyright control elements is supplied 
together with said encrypted data from the database; and 

a second part of at least one of said copyright control elements is 
supplied together with said permit key from said key control center. 



12. A method for controlling copyright of digital data encrypted and 
supplied from a database to a user, wherein: 

a permit key including a decoding key for said digital data is supplied 
from a key control center td said user; 
10 said permit key comprising at least one of the following use permit 

keys: 

a display permit key for displaying said digital data, an edit 
permit key for editing said digital data, a storage permit key for storing 
said digital data, a copy permit key for copying said digital data, and a 
15 transfer permit key for transferring said digital data; 

said user performs at hast one jpf the follpwing operations using said 
permit key: 

displays said digjital data, edits said digital data, stores said digital 
data, copies said digita] data, transfers said digital data; 
20 said digital data encryp ted is decrypted when said digital data is 

displayed and edited; and 

said digital data is encrypted again when said digital data is subjected to 
one of the following operations: storing, copying, transferring. 



25 13. The method fdr data copyright control according to claim 12 

wherein a digital signature is given to said digital data. 



14. The method for data copyright control according to claim 12 
wherein at least one of thje following copyright control elements is used in 
30 addition to each of said pferrnit keys: 
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a copyright control program tor controlling copyright of said digital 

data; 

copyright information for obpyright of said digital data; and 
a copyright control message for using said digital data under copyright. 
5 / 

15. The method for ddta copyright control according to claim 14 
wherein said copyright information is stored, copied and transferred when 
said digital data is stored, copied and transferred respectively. 

10 16. The method for/ data copyright control according to claim 14 

wherein history information/ for edit, copy and transfer of said digital data is 
added to said copyright information when said digital data is edited, copied 
and transferred respectively. 



25 




15 17. The method for data-ec$pyright control according to claim 12 

wherein at least one of sa|d use permit keys of which said permit key is 
comprised is encrypted. 

18. The method for data copyright control according to claim 17 
20 wherein encryption of said digital data is decrypted by said copyright control 

program. 

19. The met/hod for data copyright control according to claim 14 
wherein said copyright control program is encrypted. 



20. The method for data copyright control according to claims 14 
wherein at least one of said copyright control elements is supplied together 
with said permit/ key. 
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21. The method for data copyright control according to claim 14 
wherein at least one of said copyright control elements is supplied together 
with said digital data encrypted from the database; and 

said permit key is supplied from said key control center. 

22. The method yf or ilfl^ta copyright control according to claim 14 
wherein a first part of at k^st/one of said copyright control elements is 
supplied together with the digital data encrypted from the database; and 

a second part of said at least one copyright control element is supplied 
10 together with said permits key from said key control center. 
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